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or many years, the Computer Security Division has made great
contributions to help secure our nation’s sensitive information
and information systems. Our work has paralleled the evolution
of IT, initially focused principally on mainframe computers, to
now encompass today’s wide gamut of information technology
devices. Our important responsibilities were re-affirmed by Congress with
passage of the Federal Information Security Management Act (FISMA) of
2002 and the Cyber Security Research and Development Act of 2002.

Beyond our role to serve the Federal Agencies under FISMA, our standards
and guidelines are often voluntarily used by U.S. industry, global industry,
and foreign governments as sources of information and direction for
securing information systems. Our research also contributes to securing
the nation’s critical infrastructure systems. Moreover, the Division has an
active role in both national and international standards organizations in
promoting the interests of security and U.S. industry.

We are very proud of our extraordinarily talented and knowledgeable
co-workers in the Division, many of whom are recognized as leading
professionals in their fields. Most have come to us from the private sector
and other agencies, bringing with them a diverse set of perspectives
and expertise, and a solid commitment to public service. We are proud to
highlight their achievements in this report and note the honors and
awards that were received this year celebrating their achievements.

Our key 2003 accomplishments include advancing development of our
cryptographic standards toolkit, our E-authentication work, our manage-
ment and technical security guidelines, and expanding our Cryptographic
Module Validation Program. Our research efforts include advancing devel-
opment of (1) better means of access controls, (2) means to secure
personal digital assistants, and (3) specifications to promote smart card

The Division also added

interoperability and attendant security uses.
public and private security practices to our Computer Security Resource
Center (CSRC) website (http://csrc.nist.gov), held an IT Security Capital
Investment Planning Workshop, and updated Special Publication 800-38B
specifying the RMAC algorithm to provide example vectors with the AES
algorithm as the underlying block cipher. Many more projects and details
are included in our report.

Along with many other NIST units, our Division is taking a significant
budget cut in 2004. The work planned for 2004, as described in this
report, therefore is very conditional. This budget cut will delay and curtail
some of our planned work. We will, however, continue to engage federal
agencies, industry, and academia to build stronger partnerships and
leverage as many opportunities as possible.

As you browse this report of the Computer Security Division's activities for
2003, we hope you will want to learn more. We invite you to visit the
Computer Security Resource Center (http://csrc.nist.gov) or to contact any
of the Division experts noted in the report.

We hope that this annual report, our first, conveys the excitement and
commitment to be found in NIST's Computer Security Division. We appre-
ciate your interest in our Division.

[

P
Edward Roback
Division Chief

flscir- Gty

Alicia A. Clay
Deputy Division Chief
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RESPONSE TO THE FEDERAL INFORMATION SECURITY MANAGEMENT ACT OF 2002

-

THE COMPUTER SECURITY DIVISION RESPONDS TO THE FEDERAL

INFORMATION SECURITY MANAGEMENT ACT OF 2002

T

he E-Government Act (Public Law 107-347) passed by the 107th Congress and signed into law by the President in December 2002 recognized the

importance of information security to the economic and national security interests of the United States. Title IIl of the E-Government Act, entitled the

Federal Information Security Management Act (FISMA), included duties and responsibilities for the Computer Security Division in Section 303 “National

Institute of Standards and Technology.” In 2003, we met the new requirements in the following ways:

00 Standards to be used by Federal agencies

to categorize information and informa-
tion systems based on the objectives of
providing appropriate levels of informa-
tion security according to a range of risk
levels — SP 800-37 Guidelines for the
Security Certification and Accreditation
of Federal Information Technology
Systems, second public draft issued June
2003

Guidelines recommending the types of
information and information systems to
be included in each category — FIPS 199
Standards for Security Categorization of
Federal Information and Information

Systems, public draft issued May 2003

Minimum information security require-
ments (management, operational, and
technical security controls) for informa-
tion and information systems in each
such category — 800-53 Security Controls
for Federal Information Systems, public

draft to be issued FY 2004 first quarter

O Incident detection and handling guide-

lines — 800-61 Computer Security
Incident Handling Guide, public draft
issued September 2003

Assistance — Agencies and Private Sector
— NIST conducts substantial reim-
bursable and non-reimbursable assis-
tance support, including many outreach
efforts such as FISSEA, the Forum, the
Small Business Corner, and the reim-

bursable program CSEAT

Developing performance indicators/
metrics -- 800-55 Security Metrics Guide
for Information Technology Systems,
released June 2003

Evaluating security policy and technolo-
gies for federal use — private sector and
national security systems -- Practices,
Checklists, & Implementation Guides,
NIAP & Product Testing (CCEVS and
CMVP)

O Identification of national

security
systems guidelines -- 800-59 Guideline
for Identifying an Information System as
a National Security System, released
August 2003

Solicit recommendations of the

Information  Security and Privacy
Advisory Board on draft standards and
guidelines — Recommendations of the
Board are regularly solicited at the quar-
terly meetings. The Board is in the
process of issuing comments regarding
FIPS 199 to Dr. Susan Zevin, Acting
Director of NIST's Information

Technology Laboratory.

Annual NIST reporting requirement —
Meeting this requirement begins with

this report.
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Awareness
and Educatian

To promote awareness and understanding of information technology security.
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The strategy to meet this goal is to focus on activities to support wider awareness of the

importance and need for information technology (IT) security, promoting the understanding

of IT security vulnerabilities and corrective measures, and in facilitating greater awareness

of the Division's programs and projects.

INTENDED OUTCOME AND
BACKGROUND:

he Computer Security Division (CSD) is

legislatively mandated to provide IT security
standards and guidelines to federal government
agencies. Providing useful and timely materials
to the federal agencies, however, cannot be
accomplished in a vacuum. In a world of
growing inter-connectivity, it is crucial to stay
abreast of IT security issues and happenings in
industry and academia as well as in govern-
ment. Consensus building with the IT industry,
academia, and federal agencies allows us to
provide quality products and services. At the
same time, reaching out only to U.S. federal
agencies and industry would be limiting useful-
ness needlessly. We, therefore, reach out to
engage other governments, other levels of U.S.
government, small and medium-sized busi-
nesses nationwide, and even directly to citizens.

Through a range of organizations and efforts,
the CSD provides materials, information, and
services useful from the agency level to the
home-user level. Every Federal Information
Processing Standard (FIPS) and Special

Publication (SP) document produced by the CSD

has an open, public comment vetting process.
The division houses a Web site that is a central
repository for all of the materials and resources
we have developed, as well as pointers to other
types of IT security work and resources. The
division also hosts several organizations that
reach specific portions of the government and
industry. These organizations are discussed in
greater detail later in this report.

Our outreach efforts over the previous year have
sought to go beyond previous years to find new
and expanded ways we may reach out to our
potential audiences. Membership in organiza-
tions has grown and been refreshed. Content
on the division's Computer Security Resource
Center (CSRC) Web site has grown and been
updated. New workshop ideas were imple-
mented.

The next year will see another time of growth of
effort and new ideas to reach those that may
benefit from our work, as well as those who can
greatly contribute to initiatives. These partner-
ships are vital to our success in improving
security world-wide.

ACCOMPLISHMENTS

THE INFORMATION SECURITY
AND PRIVACY ADVISORY
BOARD

he Information Security and Privacy

Advisory Board (ISPAB) is a Federal advisory
committee that brings together senior profes-
sionals from industry, government, and
academia to help advise the National Institute
of Standards and Technology, the Office of
Management and Budget, the Secretary of
Commerce, and appropriate committees of the
U.S. Congress about information security and
privacy issues pertaining to unclassified Federal
Government information systems. The Board's
membership draws from experience at all levels
of information security and privacy work. The
members’ careers cover government — the
Executive and Congressional branches, civil
service and Senior Executive Service, and
military service; industry — some of the largest
corporations worldwide as well as small and
medium-sized businesses; and academia — posi-
tions at some of the top universities in the
Nation. The members’ experience likewise

covers a broad spectrum of activities — many
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different engineering disciplines, computer
programming, systems analysis, and mathe-
matics; management positions; information
technology auditing; legal experience (two
Board members are attorneys); an extensive
history of professional publications; and profes-
sional journalism. Members have worked
(and in many cases, are continuing to work in
their full time jobs) on the development and
evolution of some of the most important pieces
of information security and privacy in the
Federal Government, including the Privacy Act
of 1974, the Computer Security Act of 1987, the
Federal Public Key Infrastructure (PKI) effort,
and numerous e-Government services and
initiatives.

This combination of experienced, dynamic, and
knowledgeable professionals in an advisory
NIST and the Federal
Government with a rich, varied pool of people

board provides

conversant with an extraordinary range of
topics. They bring great depth to a field that has
an exceptional rate of change.

The ISPAB was originally created by the
Computer Security Act of 1987 (Public Law 100-
35) as the Computer System Security and
Privacy Advisory Board. As a result of Public
Law 107-347, The E-Government Act of 2002,
Title 1, The Federal Information Security
Management Act of 2002, the Board's name
was changed and its mandate was amended.
The scope and objectives of the Board are to:

O identify emerging managerial, technical,
administrative, and physical safeguard
issues relative to information security and
privacy;

00 advise NIST, the Secretary of Commerce
and the Director of the Office of
Management and Budget (OMB) on infor-
mation security and privacy issues

pertaining to Federal Government informa-

tion systems, including thorough review of
proposed standards and guidelines devel-

oped by NIST; and

O annually report the Board’s findings to the
Secretary of Commerce, the Director of
OMB, the Director of the National Security
Agency and the appropriate committees of
the Congress.

The membership of the Board consists of twelve
individuals and a Chairperson. The Director of
NIST approves membership appointments and
appoints the Chairperson. Each Board member
normally serves for a four-year term. The Board
meets quarterly throughout the year, and all
meetings are open to the public.

The Board has been very active in the past year.
Early this year, the Board offered observations
and recommendations to Mr. David Howe, Chief
of Staff, Office of Cyberspace Security, on the
September 2002 draft of the National Strategy
In January 2003 the
Board issued a white paper entitled “Questions
to Establish Potential Chilling Effects of the
Digital Millennium Copyright Act (DMCA) on the
Conduct of Computer Security Research." In

to Secure Cyberspace.

April 2003 the Board conveyed its views on the
ongoing development of the National Strategy
to Secure Cyberspace to the Director of OMB. In
August 2003 the Board again offered its obser-
vations and recommendations to the Director of
OMB regarding the Federal Government e-
Authentication initiative and the importance of
establishing privacy policies and practices as
mandatory components of technical models and
systems being considered to support e-authenti-
cation services. The Board is currently consid-
ering additional matters on which it will seek to
make appropriate recommendations during its
December 2003 quarterly meeting.

To support its activities, the Board has also
received numerous briefings from Federal,
private sector, and international representatives
on a wide range of privacy and security topics.
These have included the Federal Government's
e-Authentication effort, certification and accred-
itation standards and guidelines under develop-
ment at NIST, certification of IT security profes-

sionals, the DMCA, privacy and e-government
issues, and other emerging IT security issues.

The Board will be addressing several issues in
the coming vyear, including the privacy and
security implications of customer relation
management and e-Authentication in the
Federal Government.

http://csrc.nist.gov/ispab/
Contacts: Ms. Joan Hash
(301) 975-3357
joan.hash@nist.gov

Ms. Elaine Frye
(301) 975-2819
elaine.frye@nist.gov

FEDERAL INFORMATION
SYSTEMS SECURITY
EDUCATORS’ ASSOCIATION
(FISSEA)

he Federal Information Systems Security

Educators' Association (FISSEA) is an organ-
ization run by and for federal information
systems security professionals. FISSEA assists
federal agencies in meeting their computer
security training responsibilities. FISSEA strives
to elevate the general level of information
systems security knowledge for the federal
government and federally related workforce.
FISSEA serves as a professional forum for the
exchange of information and improvement of
information  systems security awareness,
training and education programs throughout
the federal government. It also seeks to provide
for the professional development of its

members.

Membership is open to information systems
security professionals, trainers, educators, and
managers who are responsible for information
systems security training programs in federal
agencies. Contractors of these agencies and
faculty members of accredited educational insti-

tutions are also welcome. There are no member-

EDUCATION
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ship fees for FISSEA; all that is required is a will-
ingness to share products, information and
experiences. Each year, an award is presented
to a candidate selected as Educator of the Year,
honoring distinguished accomplishments in
information systems security training programs.
FISSEA has a quarterly newsletter, an actively
maintained Web site, and a listserve as a means
of communication for members. The Computer
Security Division (CSD) assists FISSEA with its
operations by providing it staff support for
several of it's activities, and by being FISSEA's
host agency. Members are also encouraged to
participate in the annual FISSEA conference, and
to serve on the FISSEA ad-hoc task groups.

FISSEA membership in 2003 spanned federal
agencies, industry, military, contractors, state
governments, academia, the press, and foreign
organizations to reach 970 members. The 613
federal agency members represent 91 agencies
from all three branches of government. The
Educator of the Year Award for 2002 was
presented to Patricia Black, U.S. Department of
Treasury, at the FISSEA Annual Conference in
March 2003. FISSEA also hosted its first free
workshop, Developing Role-Based Training for
System Administrators and Managers, in
September 2003.

The 17" Annual FISSEA Conference will be held
March 9" to 11" at the Inn and Conference
Center at the University of Maryland in College
Park Maryland. The 2003 Educator of the Year
Award will be presented at the Conference.
FISSEA will also be holding another free
workshop in late spring 2004, with the possi-
bility of more workshops to be held in the
future.

http://csrc.nist.gov/fissea/
Contacts: Mr. Mark Wilson
(301) 975-3870
mark.wilson@nist.gov

Ms. Peggy Himes
(301) 975-2489
peggy.himes@nist.gov

COMPUTER SECURITY
RESOURCE CENTER (CSRC)

he Computer Security Resource Center

(CSRCQ) is the Computer Security Division's
Web site. The CSD uses the CSRC to encourage
broad sharing of information security tools and
practices, to provide "one-stop shopping” for
information security standards and guidelines,
and to identify and link key security web
resources to support the industry. The CSRC is
an integral piece to all of the work we currently
conduct and produce. It is our repository for
anyone, public or private sector, wanting access
to our documents and information. It serves as
a vital link between our division and the various
groups we wish to reach.

In the last year the CSRC had over 19.1 million
requests — an average of over 1.5 million
requests per month. Each document released
for public comment or published through our
division has been posted to the CSRC. Updates
have been made to a large number of areas of
the site as work within the division has changed
or been developed. And in the summer of 2003
the CSRC began an evaluation and analysis
project that will allow the division to deal with
issues of scale, organization, and volume as
CSRC has quickly grown well beyond its origi-
nally conceived size.

The CSRC will continue to grow and be updated
in 2004. It is anticipated that the usefulness of
the site will be further enhanced from the
results of the evaluation and analysis project.

http://csrc.nist.gov/
Contacts: Ms. Joan Hash
(301) 975-3357
joan.hash@nist.gov

Mr. Patrick O'Reilly
(301) 975-4751
patrick.oreilly@nist.gov

SMALL & MEDIUM-SIZED
BUSINESS OUTREACH

What do a business's invoices have in common
with email? If the business does both on the
same computer, they may want to think more
about computer security. Payroll, proprietary
information, client or employee data — informa-
tion is essential to a business's success. A
computer failure or other system breach could
cost a business anything from its reputation to
its competitive advantage. The small business
owner who recognizes the threat of computer
crime and who takes steps to deter inappro-
priate activities is less likely to become a victim.

The vulnerability of any one small business may
not seem significant to many other than the
owner and employees. However, over 95 percent
of all US. businesses are small and medium-
sized businesses (SMBs) of 500 employees or
less. Therefore a vulnerability common to a large
percentage of all SMBs could pose a threat to
the Nation's economic base. In the special arena
of information security, vulnerable SMBs also
run the risk of being compromised for use in
crimes against governmental or large industrial
systems upon which everyone relies. SMBs
cannot always justify an extensive security
program, or often a single full time expert.
Nonetheless, they confront serious security chal-
lenges and must address security requirements
based on identified needs.

The difficulty for these organizations is to
identify needed/cost-effective security mecha-
nisms and obtain training that is practical and
cost effective. Such organizations also need to
become more educated consumers in terms of
security, so that their limited security resources
are well applied to meet the most obvious and
serious threats.

To address this need, NIST, the Small Business
Administration (SBA), and the Federal Bureau of
Investigation (FBI) have entered into a Co-spon-
sorship Agreement for the purpose of




conducting a series of regional meetings on IT
security for small businesses. NIST hosts the
meetings with SBA and FBI as cosponsors. The
purpose of the meetings is to have individuals
knowledgeable in information technology (IT)
security provide an overview of information
security threats, vulnerabilities, and correspon-
ding protective tools and techniques - with a
special emphasis on providing useful informa-
tion that small business IT personnel can apply
directly or use to task contractor personnel.

In 2003 the SMB outreach effort focused on
expanding opportunities to reach small busi-
nesses in new ways. For the second year, a
Computer Security Division representative has
attended  the

Development Centers Conference to reach out

Annual  Small  Business
to this public-private organization sponsored by
SBA. The CSD also now contributes to SBA
Solutions, a free monthly newsletter co-spon-
sored by SBA and Staples. This newsletter is
sent to small businesses to help with a number
of issues, including “cyber security” tips. This
newsletter is freely available on the Web, and
has a mail distribution of approximately 25,000.
The Web presence of the SMB outreach project
has also expanded to include a site, the Small
Business Corner, dedicated to housing informa-
tional resources for small businesses.

The next year will see several regional work-
shops hosted across the country, including
Kansas City and Orlando. Further development
of our Web site is planned. Discussions are also
beginning with SBA and the FBI to determine
new avenues this outreach project may take.

http://csrc.nist.gov/securebiz/
http://sbc.nist.gov/

Contacts: Mr. Richard Kissel
(301) 975-5017
richard.kissel@nist.gov

Ms. Tanya Brewer-Joneas
(301) 975-4534
tbrewer@nist.gov

OUTREACH,

FEDERAL COMPUTER SECURITY
PROGRAM MANAGERS’
FORUM

The Federal Computer Security Program
Managers' Forum (Forum) is an informal
group of over five hundred members sponsored
by NIST to promote the sharing of computer
security information among federal agencies.
The Forum strives to provide an ongoing oppor-
tunity for managers of federal computer security
programs to exchange computer security mate-
rials and information of use to other programs
in a timely manner, build upon the experiences
of other programs, and reduce possible duplica-
tion of effort; to provide an organizational
mechanism for NIST to exchange information
directly with federal agency computer security
program managers in fulfillment of its leader-
ship mandate under the Federal Information
Security Management Act (FISMA); to establish
and maintain relationships with other individ-
uals or organizations that are actively
addressing computer security issues within the
federal government; and to establish and
maintain a strong proactive stance identifying
and resolving strategic and tactical computer
security issues involved in the development and
application of new and emerging information
technologies.

The Forum hosts the Federal Agency Security
Practices (FASP) Web site, maintains an exten-
sive e-mail list, and holds an annual conference
and bi-monthly meetings to discusses current
issues and developments of interest to those
responsible for protecting sensitive (unclassi-
fied) federal
Amendment" systems, as defined in 44 USC
3502 (2)].
Chairperson. The Forum is assisted by a Steering

systems [except “Warner

A NIST staff person serves as the

Committee, which helps plan meetings by iden-
tifying topics and speakers of interest to the

AWARENESS AND

members. NIST serves as the secretariat of the
Forum, providing necessary administrative and
logistical support. Participation in Forum
meetings is open to federal government
employees who participate in the management
of their organization's computer security

program. There are no membership dues.

Topics of discussion at Forum meetings in the
last year have included briefings on certification
and accreditation, wireless communications,
status reports from the Office of Management
and Budget (OMB), the General Accounting
Office (GAO), and the Department of Homeland
Security (DHS), as well as half-day workshops on
developing security metrics and using the new
NIST developed automated security self-
evaluation tool.

In the next year there are plans to have a half-
day workshop on automated tools that are
being employed by agencies, and briefings on
agency implementation of their certification and
accreditation program, and security training and
awareness program.

http://csrc.nist.gov/organizations/cspmf.html
Contact: Ms. Marianne Swanson

(301) 975-3293
marianne.swanson@nist.gov

EDUCATION
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computer security policy and management tools.

The strategy to meet this goal is to provide federal agencies with relevant, timely, and useful

INTENDED OUTCOME AND
BACKGROUND:

he intended outcome for our Security
TManagement and Guidance area is to assist
managers at all levels that deal with, or have
ultimate responsibility for, information tech-
nology (IT) security programs in understanding
the activities that must be initiated and
completed to develop a sound information
security program. This can include an awareness
of and understanding of how to deal with new
issues solely from a management view, and how
to effectively apply NIST guidelines and recom-
mendations.

Information security is an integral element of
sound management. Information and computer
systems are often critical assets that support the
mission of an organization. Protecting them can
be as critical as protecting other organizational
resources, such as money, physical assets, or
employees. However, including security consid-
erations in the management of information and
computers does not completely eliminate the
possibility that these assets will be harmed.

Ultimately, responsibility for the success of an
organization lies with its senior management.
They establish the organization's computer
security program and its overall program goals,

objectives, and priorities in order to support the
mission of the organization. They are also
responsible for ensuring that required resources

are applied to the program.

This area of work collaborates with a number of
entities.  Federally, we collaborate with the
Office of Management and Budget (OMB), the
General Accounting Office (GAQ), the National
Security Agency (NSA), the Chief Information
Officers (CI0) Council, and all Executive Branch
agencies. We also work closely with a number
of information technology organizations and
standards bodies, and public and private

organizations.

During the coming year new initiatives will be
completed in support of: the Healthcare
Information Portability and Accountability Act
(HIPAA), integrating security into the capital
planning and investment control process, certifi-
cation and accreditation, the Federal
Information Security Management Act (FISMA)
directives for Fiscal Year 2004 (FY04), extended
outreach initiatives and information security
training, awareness and education. Key to
success of the program is our ability to interact
with a broad constituency-federal and non-
federal, in order to ensure that our program is
consistent with national objectives related to or

impacted by information security.

ACCOMPLISHMENTS

SECURITY CERTIFICATION AND
ACCREDITATION (C & A)
PROJECT

t is essential that agency officials have the
I most complete and accurate information
possible on the security status of their informa-
tion systems in order to make credible, risk-
based decisions on whether to authorize opera-
tion of those systems. Security evaluations are
detailed and comprehensive assessments of the
technical and non-technical aspects of informa-
tion systems and networks in operational envi-
These
provide senior executives with the necessary

ronments by security professionals.

information to authorize the secure operation of
those systems and networks. The management
responsibilities required by law of executive
agencies presume that responsible agency offi-
cials understand the risks and other factors that
could adversely affect their missions. Moreover,
these officials must understand the current
status of their security programs and the
security controls planned or in place to protect
their information and information systems in
order to make informed judgments and invest-
ments that appropriately mitigate risk to an
acceptable level. The ultimate objective is to
conduct the day-to-day operations of the
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agency and to accomplish the agency's stated
missions with what OMB Circular A-130 defines
as adequate security, or security commensurate
with risk, including the magnitude of harm
resulting from the unauthorized access, use,
disclosure, disruption, modification, or destruc-
tion of information.

System security accreditation is the official
management decision to authorize operation of
an information system. This authorization, given
by a senior agency official, is applicable to a
particular environment of operation, and explic-
itly accepts the risk to agency operations
(including mission, functions, image, or reputa-
tion), agency assets, or individuals, remaining
after the implementation of an agreed upon set
of security controls. By accrediting an informa-
tion system, the agency official is not only
responsible for the security of the system but is
also accountable for adverse impacts to the
agency if a breach of security occurs. Security
accreditation, which is required under OMB
Circular A-130, provides a form of quality
control and challenges managers and technical
staff at all levels to implement the most effec-
tive security controls and techniques, given
technical constraints, operational constraints,
cost and schedule constraints, and mission
requirements.

In addition to risk assessments and security
plans, security evaluation also plays an impor-
tant role in the security accreditation process. It
is essential that agency officials have the most
complete, accurate, and trustworthy information
possible on the security status of their informa-
tion systems in order to make credible, risk-
based decisions on whether to authorize opera-
tion of those systems. This information and
supporting evidence for system authorization is
often developed during a detailed security
review of the information system, typically
referred to as security certification. Security
certification is the comprehensive evaluation of
the management, operational, and technical

security controls in an information system. This
evaluation, made in support of the security
accreditation process, determines the effective-
ness of these security controls in a particular
environment of operation and the vulnerabilities
in the information system after the implementa-
tion of such controls.

The results of the security certification are used
to reassess the risks and update the security
plan for the information system—thus,
providing the factual basis for the authorizing
official to render the security accreditation
decision. By accrediting the information system,
the agency official accepts the risk associated
with it and the implications on agency opera-
tions (including mission, functions, image, or
reputation), agency assets, or individuals.
Formalization of the security accreditation
process ensures that information systems will
be operated with appropriate management
review, that there is ongoing monitoring of
security controls, and that reaccreditation occurs
periodically and whenever there is a significant

change to the system or its environment.

The Computer Security Division is currently
revising its 1983 Federal Information Processing
Standard (FIPS) 102, Guidelines for Computer
Security Certification and Accreditation. While
the initial goal of the effort is to develop a
methodology/approach for use by Federal, State,
and Local governments, significant effort will be
made to obtain input and consensus from the
commercial sector to achieve an additional goal
that the methodology/approach become an
industry-wide standard for the assessment of a
systems IT security (e.g., used by commercial
sector organizations, adopted by cyber-insurance
companies and used as the basis of issuing cyber-
insurance policies).  The guidelines/procedures
incorporate International  Organization of
Standardization (ISO) 17799 as it applies to
systems.

The security C&A guideline is being proposed in
the context of a broader security framework for
categorizing the criticality of an IT system; and
for selecting and assessing/verifying the effec-
tiveness of a system’s security controls on a
continuing basis.  Figure 1 shows how the
elements of this project are designed to fit into

the life cycle of a system.

Final versions of Special Publication 800-37
Guidelines for the Security Certification and
Federal
Technology Systems and FIPS 199 Standards for

Accreditation  of Information
Security Categorization of Federal Information
and Information Systems are due in early FY 04.
Draft versions will be issued during FY 04 of
Special Publications 800-53 Security Controls
for Federal Information Systems, 800-53A Guide
for Assessing the Security Controls in Federal
Information Systems, and 800-60 Guide for
Mapping Types of Information and Information
Systems to Security Categories.

http://csrc.nist.gov/sec-cert/
Contact: Dr. Ron Ross
(301) 975-5390
rross@nist.gov

SENSITIVITY STANDARDS AND
GUIDELINES

he E-Government Act of 2002 (Public Law

107-347), passed by the 107th Congress
and signed into law by the President in
December 2002, recognized the importance of
information security to the economic and
national security interests of the United States.
Title Il of the E-Government Act, entitled the
Federal Information Security Management Act
of 2002 (FISMA), tasked NIST with responsibili-
ties for standards and guidelines, including the
development of:
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O Standards to be used by all Federal
agencies to categorize all information and
information systems collected or main-
tained by or on behalf of each agency
based on the objectives of providing
appropriate levels of information security
according to a range of risk levels;

O Guidelines recommending the types of
information and information systems to be
included in each category;

O and; Minimum information security

requirements (i.e., management, opera-

tional, and technical controls), for informa-
tion and information systems in each such

category.

Security categorization standards for informa-
tion and information systems provide a common
framework and understanding for expressing
security that, for the Federal government,
promotes: (i) effective management and over-
sight of information security programs,
including the coordination of information
security efforts throughout the civilian, national
security, emergency preparedness, homeland
security, and law enforcement communities; and
(i) consistent reporting to the Office of
Management and Budget (OMB) and Congress
on the adequacy and effectiveness of informa-
tion security policies, procedures, and practices.
Subsequent NIST standards and guidelines will

address the second and third tasks cited.

FIPS Publication 199 addresses the first task
cited—to develop standards for categorizing
information and information systems. The
security categories are based on the potential
impact on an organization should certain events
occur which jeopardize the information and
information systems needed by the organization
to accomplish its assigned mission, protect its
assets, fulfill its legal responsibilities, maintain
its day-to-day functions, and protect individuals.
Security categories are to be used in conjunction
with vulnerability and threat information in
assessing the risk to an organization.

FIPS Publication 199 defines three levels of poten-
tial impact — low, moderate, and high — on organ-
izations or individuals should there be a breach of
security (i.e., a loss of confidentiality, integrity, or
availability). The application of these definitions
must take place within the context of each organ-
ization and the overall national interest.

The security category of an information type can
be associated with both user information and
system information and can be applicable to
information in either electronic or non-elec-
tronic form. It can also be used as input in
considering the appropriate security category of
an information system. Establishing an appro-
priate security category of an information type
essentially requires determining the potential
impact for each security objective associated
with the particular information type.

Special Publication 800-59 Guideline for
Identifying an Information System as a National
Security System provides guidelines developed
in conjunction with the Department of Defense,
including the National Security Agency, for iden-
tifying an information system as a national
security system.

Except for national security systems as defined
by FISMA, the Secretary of Commerce is respon-
sible for prescribing standards and guidelines
pertaining to Federal information systems on
the basis of standards and guidelines developed
by NIST. The Committee on National Security
Systems (CNSS) along with Federal agencies
that operate systems falling within the defini-
tion of national security systems provide
security standards and guidance for national
security systems. In addition to defining the
term national security system FISMA amended
the NIST Act, at 15 U.SC. 278g-3(b)(3), to require
NIST to provide guidelines for identifying an
information system as a national security
system. As stated in the House Committee
report, “This guidance is not to govern such
systems, but rather to ensure that agencies
receive consistent guidance on the identification
of systems that should be governed by national

o

security system requirements.” (Report of the
Committee on Government Reform, U. S. House
of Representatives, Report 107-787, November
14,2002, p. 85.)

Accordingly, the purpose of this document is not
to establish requirements for national security
systems, but rather to assist agencies in deter-
mining which, if any, of their systems are
national security systems as defined by FISMA
and are to be governed by applicable require-
ments for such systems, issued in accordance
with law and as directed by the President.

http://csrc.nist.gov/sec-cert/
Contact: Dr. Ron Ross
(301) 975-5390
rross@nist.gov

SECURITY CONTROLS FOR
FEDERAL INFORMATION
SYSTEMS

he selection of appropriate security controls

for an information system is an important
task that can have major implications on the
operations and assets of an organization.
Security controls are the management, opera-
tional, and technical safeguards and counter-
measures prescribed for an information system
which, taken together, adequately protect the
confidentiality, integrity, and availability of the
system and its information. There are three
important questions that should be answered by
organization officials when addressing the
security considerations for their information and
information systems:

O What security controls are needed to
adequately protect the information and
information system that supports the oper-
ations and assets of the organization in
order to accomplish its assigned mission,
protect its assets, fulfill its legal responsi-
bilities, maintain its day-to-day functions,
and protect individuals?
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O Have the selected security controls been
implemented or is there a realistic plan for
their implementation?

00 What is the desired level of assurance, (i.e.,
grounds for confidence), that the selected
security controls, as implemented, are
effective in their application?

The answers to these questions cannot be given
in isolation. They must be given in the context
of an information security program for the
organization that identifies, controls, and miti-
gates risks to its information and information
systems. During the last year we have worked
to create a list of security controls to be recom-
mended for use by organizations in protecting
their information systems in conjunction with
and as part of a well-defined information
security program.

In an attempt to create the most technically
sound and broadly applicable set of security
controls for information systems, a variety of
sources were considered during the develop-
ment of this special publication. The sources
included security controls from the defense,
audit, financial, healthcare, and intelligence
communities as well as controls defined by
national and international standards organiza-
tions. The objective of NIST Special Publication
800-53 is to provide a sufficiently rich set of
security controls that satisfy the breadth and
depth of security requirements for information
systems and that are consistent with and
complementary to other established security
standards.

The catalog of security controls provided in
Special Publication 800-53 can be effectively
used to demonstrate compliance with a variety
of governmental, organizational, or institutional
security requirements. It is the responsibility of
the respective organizations to select the appro-
priate security controls, to implement the
controls correctly, and to demonstrate the effec-
tiveness of the controls in satisfying their stated

FIGURE 1: INFORMATION SECURITY PROGRAM ACTIVITIES

SECURITY CATEGORIZATION

RISK ASSESSMENT

Assigns security category to the

START RISK information system based on
MANAGEMENT potential impact the loss of
PROCESS confidentiality, integrity, or
availability would have on
operations, assets, or individuals.
CONTINUOUS
MONITORING

Verifies a subset of the
security controls in the
information system on
a periodic basis to
ensure continued
control effectiveness;
reports

security status.

CONFIGURATION
MANAGEMENT AND
CONTROL

Controls and
documents changes to
the information system
and its operational
environment; assesses
the security impact of
the changes.

SECURITY
AUTHORIZATION

Determines and
accepts risk to
operations, assets, or
individuals; authorizes
operation of the
information system in a
particular environment
of operation.

SECURITY CONTROL
VERIFICATION

(Supporting the Orgnization)

Identifies potential threats to and
vulnerabilities in the information
system; analyzes planned or actual
security controls and potential
impacts on operations, assets, or
individuals; determines expected risk.

SECURITY
PLANNING

Determines and
documents the security
requirements and
security controls
(planned or in place)
for the information
system.

INFORMATION
SYSTEMS

SECURITY CONTROL
DEVELOPMENT

Designs, develops, and
implements the
security controls for the
information system.

DEVELOPMENTAL
SECURITY TEST AND
EVALUATION

Develops security test
and evaluation plan;
conducts testing and
evaluation of security
controls in the
information system
prior to deployment.

SECURITY CONTROL
INTEGRATION

Determines the effectiveness of
security controls in the information
system using established
techniques and procedures;
determines actual vulnerabilities in
the information system and
recommends corrective actions.

integrates security controls into the
information system; uses security
implementation guidance to enable
proper security settings and switches;
conducts integration and acceptance
testing after delivery and installation.
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security requirements. The security control
objectives and control descriptions within the
catalog facilitate the development of verifica-
tion techniques and procedures that can be
employed during testing and evaluation to
demonstrate control effectiveness in a consis-
tent and repeatable manner—thus, contributing
to the organization's confidence that there is
ongoing compliance with security requirements.

Federal agencies will be required to use FIPS
Publication 199 standards to define security
categories for their information systems. The
recommendations for baseline (minimum)
security controls from Special Publication 800-
53 can subsequently be used as a starting point
for and input to the organization’s risk assess-
ment processes and the development of security
plans for those information systems. While the
FIPS Publication 199 security categorization
associates the operation of the information
system with a “worst-case” impact on an orga-
nization’s operations and assets (providing an
upper bound on risk), the incorporation of
refined threat and vulnerability information
during the risk assessment process facilitates
the tailoring of the baseline security controls to
address organizational needs and tolerance for
risk. Deviations from the recommended baseline
security controls should be documented (along
with supporting rationale) in the security plan
for the information system. The use of security
controls from Special Publication 800-53 and
the incorporation of baseline (minimum)
controls as a starting point in the control selec-
tion process facilitate a more consistent level of
security in an organizational information
system. At the same time it offers the needed
flexibility to fine tune and adjust the controls
based on specific organizational policy and
requirements documents, particular conditions
and circumstances, known threat and vulnera-
bility information, or tolerance for risk to the
organization’s operations and assets.

Draft versions of Special Publication 800-53 will
be published in 2004.

http://csrc.nist.gov/sec-cert/ca-controls.html
Contacts: Dr. Ron Ross

(301) 975-5390

rross@nist.gov

Mr. Gary Stoneburner
(301) 975-5394
gary.stoneburner@nist.gov

PRACTICES, CHECKLISTS, &
IMPLEMENTATION GUIDES

oday's federal networks and systems are

highly interconnected and interdependent
with non-federal systems. Protection of the
Nation's critical infrastructure is dependent
upon effective information security solutions
and practices that minimize vulnerabilities
associated with a variety of threats. The broader
sharing of such practices will enhance the
overall security of the nation. Information
security practices from the public and private
sector can be applied to enhance the overall
performance of Federal information security
programs. The Computer Security Division (CSD)
is helping to facilitate a sharing of these
practices and implementation guidelines in

multiple ways.

The Federal Agency Security Practices (FASP)
effort was initiated as a result of the success of
the Federal Chief Information Officers (CIO)
Council's Federal Best Security Practices (BSP)
pilot effort to identify, evaluate, and disseminate
best practices for critical infrastructure protec-
tion (CIP) and security. CSD was asked to under-
take the transition of this pilot effort to an oper-
ational program. As a result, NIST developed
the FASP Web site. The FASP site contains
agency policies, procedures and practices; the
Cl0 pilot BSPs; and, a Frequently-Asked-
Questions (FAQ) section. The FASP site differs
from the BSP pilot in material provided and in
complexity.

The FASP area contains a list of categories found

in many of the NIST Special Publications. Based
on these categories, agencies are encouraged to

©

submit their information technology (IT) security
information and IT security practices for posting
on the FASP site so they may be shared with
others. Any information on, or samples of,
position descriptions for security positions and
statements of work for contracting security-
related activities are also encouraged. In the
past year, 38 practices and examples have been
added to the collection bring the total to 115.

One of the newer features added to the FASP
Web site are IT product specific checklists for
settings and configurations. These checklists are
discussed more fully earlier in this report. These
checklists are recommendations, not mandatory
requirements, and are offered freely to IT profes-
sionals. These checklists are not to be seen as
an endorsement by NIST for any products, but as
potential aids in securing certain products.

Also in the past year, the CSD has invited public
and private organization to submit their infor-
mation security practices for consideration to be
included in the list of practices maintained on
the Division’s web site, the Computer Security
Resource Center (CSRC). Nominated candidate
policies and procedures may be submitted to
NIST in any area of information security
including, but not limited to: accreditation, audit
trails, authorization of processing, budget
planning and justification, certification, contin-
gency planning, data integrity, disaster
planning, documentation, hardware and system
maintenance, identification and authentication,
incident handling and response, life cycle,
network security, personnel security, physical
and environmental protection, production
input/output controls, security policy, program
management, review of security controls, risk
management, security awareness training, and
education (to include specific course and aware-
ness materials), and security planning. Current
participants include Computer Associates, the
Internet Security Task Force, Microsoft, the SANS
Institute, and the Carnegie Mellon University
CERT Coordination Center.




The coming year will see an effort to greatly
expand each of the parts of this project. We are
currently identifying robust sources for each of
these elements, and plan to expand the number
of resources available to Federal Agencies.

http://csrc.nist.gov/pcig/
Contact: Ms. Marianne Swanson
(301) 975-3293
marianne.swanson@nist.gov

COMPUTER SECURITY EXPERT
ASSIST TEAM

The Computer Security Division's Computer
Security Expert Assist Team (CSEAT) was
established to improve federal critical infrastruc-
ture protection planning and implementation
efforts by assisting governmental entities in
improving the security of their IT assets. The
CSEAT provides an independent review of the
maturity of an agency's IT security program.
CSEAT accomplishes this by performing a review
of an agency's computer security program. The
review is based upon a combination of proven
techniques and best practices and results in an
action plan that provides a federal agency with
a roadmap to cost-effectively enhance the
protection of the information systems assets.
The CSEAT has three primary purposes: to assist
agencies in improving the security of federal IT
systems; to help reduce disruption of critical
federal systems/services; and to improve federal
agency CIP planning and implementation
The CSEAT helps Federal agencies
understand how to protect information systems,

efforts.

identify and fix existing vulnerabilities, and
prepare for future security threats. The CSEAT
also facilitates exchange of best security prac-
tices among government agencies and between
the government and private sector.

The CSEAT review, which is not an audit or an
inspection, begins with an assessment of the
maturity of the agency's IT security program.
This includes the agency's IT security policies,
procedures, and security controls implementa-

tion and integration across all business areas.
CSEAT performs a comparable review of the
agency's organizational structure, culture, and
business mission. After the assessment is
performed, the CSEAT documents issues identi-
fied during the assessment phase and provides
corrective actions associated with each issue.
These corrective actions are then provided as a
prioritized action plan for the agency to use to
improve their computer security program. The
resulting action plan is weighted to provide the
agency the greatest improvements most cost
effectively. The corrective actions CSEAT identi-
fies include the time frame for implementation
and the projected resource impact. The action
plan can readily be used to develop scopes of
work for quick "bootstrapping” of the cyber
security program.

A CSEAT review focuses on nine primary review
areas, each of which were derived from a combi-
nation of NIST 800-26 Self-Assessment Guide for
Information Technology Systems as supple-
mented by other criteria from requirements and
guidance such as NIST Special Publication 800-
18 Guide for Developing Security Plans for
Information Technology Systems and Office of
Management and Budget (OMB) guidance on the
development of the Federal Information Security
Management Act (FISMA) annual summary.

In 2003, several CSEAT reviews were completed,
the supporting CSEAT database redesigned to
provide more comprehensive analytical and
reporting functions and the option model for the
customer was adjusted to be more streamlined.
Work was also initiated to do the necessary
analysis to modify the criteria based on the
recent release of Special Publication 800-53.

http://cseat.nist.gov
Contacts: Ms. Joan Hash
(301) 975-3357
joan.hash@nist.gov

Ms. Pauline Bowen

(301) 975-2938
pauline.bowen@nist.gov
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AUTOMATED SECURITY SELF-
EVALUATION TOOL - ASSET

An important element of measuring the
status of IT security within an organization
is to perform routine self-assessments of an
organization’s IT systems. There are many
methods and tools available to help agency offi-
cials determine the current status of their
security programs relative to existing policy.
Ideally many of these methods and tools would
be implemented on an ongoing basis to system-
atically identify programmatic weaknesses and,
where necessary, establish targets for contin-
uing improvement. In testimony given on
19, 2002, before the House
Committee on Government Reform, the

November

Associate Director for Information Technology
Office  of
Management and Budget described eight

and Electronic Government,
achievements that have been made toward
improving the Federal government's IT security.
One of the achievements was the development
of the NIST Automated Security Self-Evaluation
Tool (ASSET), which automates the process of
completing a system self-assessment. ASSET will
assist organizations in completing the self-
assessment questionnaire contained in NIST
Special Publication 800-26 Security Self-
Assessment Guide for Information Technology
Systems. ASSET is provided to federal agencies
as a cost-free tool.

ASSET was first developed and released in 2002.
The past year has seen several developments,
including a FISMA reporting template and an
updated ASSET v1.4 being released in early
October 2003. The CSD held several training
sessions during 2003, and will continue to hold
training sessions in 2004. More updates are
under development that will result in a new 2.0
version being released in early 2004.

http://csrc.nist.gov/asset/
Contact: Ms. Marianne Swanson
(301) 975-3293
marianne.swanson@nist.gov
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Security Testing

and Metrics

To make systems and networks more secure.

The strategy to meet this goal is to provide federal agencies, industry, and the public with a

proven set of IT security services based upon sound testing methodologies and test metrics.

INTENDED OUTCOME AND
BACKGROUND:

The intended outcome for this area is to

establish more secure systems and

networks by developing, managing and
promoting security assessment tools, tech-
niques, services, and supporting programs for
testing, evaluation and validation; to establish
security-specific criteria for laboratory accredita-
tion; to produce guidance on the use of evalu-
ated and tested products; to conduct research to
address assurance methods and system-wide
security and assessment methodologies; to
conduct security protocol validation activities;
and to establish appropriate coordination with
assessment-related activities of voluntary
industry standards bodies and other assessment
regimes. Our testing-focused activities include
the validation of cryptographic modules and
cryptographic  algorithm  implementations,
Common Criteria (CC) evaluation and validation
programs, international recognition arrange-
ments, testing laboratory accreditation, auto-
mated security testing, and test suite develop-
ment, industry forums, and education, training,

and outreach programs.

Activities in this area have historically, and
continue to, involve large amounts of collabora-
tion and the facilitation of relationships with
other entities. The Federal agencies that have
collaborated recently with these activities are the
Department of State, the Department of
Commerce, the Department of Defense, the
General Services Administration, the National
Aeronautics and Space Administration, the
National Security Agency, the Department of
Energy, the Office of Management and Budget,
the Social Security Administration, the United
States Postal Service, the Department of the
Treasury, the Department of Veterans Affairs, the
Department of Transportation, the Department of
Justice, the Federal Aviation Administration, and
the National Voluntary Laboratory Accreditation
Program. The list of industry entities that have
worked with the Division in this area is long, and
includes the American National Standards
Institute (ANSI), Oracle, CISCO, Hewlett-Packard,
Lucent Technologies, Microsoft, IBM, VISA,
Mastercard, Amex, Computer Associates, RSA
Security Inc., Sun Microsystems, Network
Associates, Entrust, and Silicon Graphics. The
Division also has collaborated at the global level
with Canada, the United Kingdom, France,
Germany, and Korea in this area.

®

ACCOMPLISHMENTS

LABORATORY ACCREDITATION

he goals of this project are to accredit fully

qualified Common Criteria Testing laborato-
ries and Cryptographic Module Testing laborato-
ries, and to promote the technical competence
of accredited and applicant laboratories.
Vendors use independent, National Voluntary
Accreditation Laboratory Accreditation Program
(NVLAP) accredited testing laboratories. This
project develops new methods of proficiency
testing for accreditation and re-accreditation of
these laboratories, as well as continuous
training opportunities for laboratories.  This
leads to consistent evaluation and validations
for use by Federal agencies and the private
sector, and to highly qualified accredited labs.

In 2003, one Common Criteria testing lab and
five Cryptographic Module testing labs were re-
accredited. One laboratory was accredited for
Cryptographic Module Testing, and two new
accreditations were issued for Common Criteria
Revisions were made to the NIST

150-17 NVLAP  Cryptographic

Testing.
Handbook
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Module Testing. A testing artifact was also
developed for Federal Information Processing
Standard (FIPS) 140-2 Level 3 hardware testing.

Currently there are seven labs accredited to
perform Cryptographic Module testing: four in
the United States, two in Canada, and one in the
United Kingdom. Six labs are to be re-accred-
ited in 2004, and four new labs will be accred-
ited: two in the U.S., two internationally. Five
Common Criteria testing labs are due to be re-
accredited in 2004, and three new labs are in
the process to be accredited.

http://ts.nist.gov/ts/htdocs/210/214/214.htm
Contacts: Mr. Jeffrey Horlick

Standards Services Division

(301) 975-4020

jeffrey.horlick@nist.gov

Ms. Pat Toth
(301) 975-5140
patricia.toth@nist.gov

CRYPTOGRAPHIC MODULE
VALIDATION PROGRAM (CMVP)

he goals of this project are to improve the

security and technical quality of crypto-
graphic products, to provide U.S., Canadian, and
U.K. Federal agencies with a security metric to
use in procuring cryptographic equipment, and
to promote the use of tested and validated cryp-
tographic algorithms, modules, and products.
This program is a collaborative one that involves
the Computer Security Division and the
Communication Security Establishment (CSE) of
the Canadian Government. All of the tests
under the CMVP are handled by third-party
laboratories  that are accredited as
Cryptographic Module Testing (CMT) laborato-
ries by the National Voluntary Laboratory
Accreditation Program (NVLAP).

Federal agencies, industry, and the public now
rely on cryptography for the protection of infor-
mation and communications used in electronic
commerce, critical infrastructure and other
application areas. At the core of all products
offering cryptographic services is the crypto-
graphic module. Cryptographic modules are
used in products and systems to provide security
services such as confidentiality, integrity, and
authentication. Though cryptography is used to
provide security, weaknesses such as poor
design or weak algorithms can render the
product insecure and place highly sensitive
information at risk. Adequate testing and vali-
dation of the cryptographic module and crypto-
graphic algorithms against established stan-
dards is essential to provide security assurance.

Under this program, vendors of cryptographic
modules use independent private sector, accred-
ited testing laboratories to have their modules
tested. This program provides Federal agencies
- U.S., Canada, and U.K. — with confidence that
a validated cryptographic product meets a
claimed level of security. The program validates
a wide variety of modules including secure
Internet browsers, secure radios, tokens, and
products supporting Public Key Infrastructure
and electronic commerce. To give a sense of the
quality improvement that the program achieves,
consider that our statistics from the testing labo-
ratories show that 48 percent of the modules
brought in for voluntary testing had security
flaws that were corrected during testing.
In other words, without this program, the
Federal government would have had only a
50/50 chance of buying correctly implemented

cryptography.

To date, over 350 certificates have been issued
for validated products by the CMVP, repre-
senting over 100 vendors. Over 90 of these
certificates were issued during 2003. The
Division initiated work this past year in the

International Organization for Standardization
for the international adoption of Federal
Information Processing Standard (FIPS) 140-2,
Security Requirements for
Modules.
Validation System (CAVS) was designed and

Cryptographic
The Cryptographic Algorithm

developed. This new system is used by the
CMVP testing laboratories to test and validate
all cryptographic algorithm implementations
contained in FIPS 140-2 validated modules.
Previously the laboratories had to run each
algorithm test individually, but now may run
CAVS as an umbrella system. This year also saw
the development of the Advanced Encryption
Standard (AES) test suite and the enhancement
of the Digital Encryption Standard/Triple Digital
Encryption Standard (DES/TDES) validation tests
to include multi-block testing.

One goal for the next year is to have FIPS 140-2
established as an International Organization of
Standardization (ISO) standard — ISO 19790.
The Third Cryptographic Module Validation
Program Workshop & Conference is being
planned for 2004.The development of Key
Establishment and Key Transport validation test
suites, as well as Validation Test Suites for new
algorithms/protocols, is slated for this coming
year. Research will also continue to be
conducted into new areas, particularly wireless,
JAVA, and FIPS 140-2 Level 5.

http://csrc.nist.gov/cryptval/
Contact: Randall Easter
(301) 975-4641
randall.easter@nist.gov
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To support and conduct research in order to enhance information technology security.

The strateqy to meet this goal is to focus on the research necessary to understand and

enhance the security utility of new technologies while also working to identify and mitigate

vulnerabilities.

INTENDED OUTCOME AND
BACKGROUND:

he mission of our security research focus is

to identify emerging technologies and
conceive of new security solutions that will have
a high impact on the critical information infra-
structure; to perform research and development
on behalf of government and industry from the
earliest stages of technology development
through proof-of-concept, reference, and proto-
type implementations and demonstrations; and
to transfer new technologies to industry,
produce new standards, develop tests, test
methodologies, and assurance methods.

Most people in the U.S. today are aware of the
speed with which technology, particularly
been

computer-related  technology, has

progressing and changing over the last decade.

non

What was once considered “fast,” “powerful,”
and “flexible” in computers is now antiquated
in many cases. Every day new developments,
new products, new advances in technology and
science, and new vulnerabilities change the face
of IT security. The time between a vulnerability
in software being announced to the public and
an exploitation of that vulnerability is measur-

able in days and hours.

To keep pace with the rate of change in informa-
tion technology (IT) technologies we conduct a
large of amount of research into existing and
emerging technologies. We develop prototypes,
reference implementations, and demonstrations.
Some of the many topics we research include
smart card infrastructure and security, wireless
and mobile device security, access control and
authorization management, Internet Protocol
security, intrusion detection systems, quantum
information system security and quantum cryp-
tography, and vulnerability analyses. Our research
helps fulfill specific needs by the Federal
Government. We collaborate extensively with
government, academia, and private sector

entities.  These have recently included:
International  Business  Machines  (IBM)
Corporation,  Microsoft  Corporation,  Sun

Microsystems, the Boeing Company, Intel
Corporation, Lucent Technologies, Oracle
Corporation, MITRE, the SANS Institute, the
University of Maryland, Ohio State University, the
University of Tulsa, George Mason University,
Rutgers University, Purdue University, George
Washington University, the University of West
Florida, University of California — San Diego,
University of Maryland — Baltimore County, the
National Security Agency, the Department of
Defense, the U.S. Navy Research Laboratory, the
Defense Advanced Research Projects Agency, the
Department of Justice, and others.

©

ACCOMPLISHMENTS

WINDOWS 2000
PROFESSIONAL SYSTEMS
ADMINISTRATION GUIDANCE

tis a complicated, arduous, and time-consuming
I task for even experienced system administrators
to determine a reasonable set of security settings
for a complex operating system. The Computer
Security Division (CSD) sought to make this task
simpler, easier, and more secure. In partnership
with major segments of the security community,
we helped develop, review and test the Windows
2000 Professional (Win2K Pro) consensus baseline
settings. Implementation of these settings can
make a substantial improvement in the security
posture of Win2K Professional systems and hence
markedly reduce vulnerability exposure.

The Systems Administration Guidance for
Windows 2000 Professional (NIST Special
Publication 800-43) is intended to assist the
users and system administrators of Windows
2000 Professional systems in configuring their
hosts by providing configuration templates and
security checklists. The guide provides detailed
information about the security features of Win2K
Pro, security configuration guidelines for popular
applications, and security configuration guide-
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lines for the Win2K Pro operating system. The
guide documents the methods that the system
administrators can use to implement each
security setting. The principal goal of the
document is to recommend and explain tested
secure settings for Win2K Pro workstations with
the objective of simplifying the administrative
burden of improving the security of Win2K Pro
systems.  This document was published in
November 2002.

The special publication was developed by the
CSD. We started with some excellent material
developed by the National Security Agency (NSA)
and the broader IT security community.
Development of the NIST security templates was
initially based in part on the NSA's Win2K Pro
guidance. We examined the NSA settings and
guidance, and built on the material they devel-
oped. The CSD conducted extensive analysis and
testing of the NSA settings, substantially
extended and refined the NSA template settings,
and developed additional template settings.
Detailed explanatory material for the template
settings, Win2K Pro security configuration, and
application specific security configuration
guidance was then developed. Subsequently, CSD
led the development of a consensus baseline of
Win2K security settings in collaboration with the
public and private sectors, specifically NSA, the
Defense Information Systems Agency (DISA), the
Center for Internet Security (CIS), and the
SysAdmin Network Security Institute (SANS).
Microsoft also provided valuable technical
commentary and advice. The General Services
Administration has also reviewed and concurred
with the baseline.

Looking ahead, in conjunction with our partners and
with the support of the Department of Homeland
Security, we are also undertaking the development
of a Windows XP Professional System draft
document and accompanying template, similar to
the Windows 2000 Professional guidance previously
developed by the CSD.

http://csrc.nist.gov/itsec/
Contacts: Mr. Murugiah Souppaya
(301) 975-4758
murugiah.souppaya@nist.gov

IT SECURITY CHECKLISTS FOR
COMMERCIAL IT PRODUCTS

Various Federal organizations, consortia, and
some commercial vendors currently
produce checklists and associated templates
that describe sets of security configurations for
IT products. Such checklists, when combined
with well-developed guidance and leveraged
with high-quality security expertise, vendor
product knowledge, and operational experience
and tools, can markedly reduce the vulnerability
exposure of an organization. To meet this chal-
lenging requirement to produce checklists for
the spectrum of IT products widely used in the
government, CSD has developed a proposal to
have IT vendors, consortia, industry, other
government organizations, and others in the
public and private sector provide additional
checklists and associated guidance material to
NIST. These materials can then be made avail-
able for display and downloading from the NIST
Computer Security Resource Center (CSRC) Web
site. This will provide a central repository of
recommended security checklists, benchmarks,
and configuration guides to help Federal
Agencies and industry secure their commercial

IT products.

In September 2003, the CSD hosted a workshop
to identify current and planned Federal govern-
ment checklist activities and related needs,
existing and planned voluntary efforts for
building security checklists, and current industry
capabilities for the development of checklists
and the associated templates for IT products
widely used in the United States Government
(USG). This workshop was an effort to present
NIST's checklist development template proposal
to current and potential checklist producers.

Federal Government, consortia, and commercial
IT product vendors currently developing, or
planning to develop, security configuration
checklists for IT products were encouraged to
attend. Workshop topics addressed included:
government and commercial requirements, the
NIST checklist template framework, the NIST
checklist development process, defining checklist
target environments, a vendor session to discuss
business case advantages/disadvantages for
checklist development, methods and incentives
to gain commercial vendor support, ideas and
proven methods for producing high quality
checklists, and deploying and verifying checklists.

One of the next steps for this project is to
produce a step-by-step document that would
assist regular users and novice system adminis-
trators in utilizing the various checklists and
guidance for commonly used IT products. We
are also undertaking the development of a
Windows XP Professional System draft
document and accompanying template, similar
to the Windows 2000 Professional guidance
previously developed by the CSD. We will
continue to solicit checklists from vendors,

government agencies, academia, and consortia.

http://csre.nist.gov/pcig/cig.html
Contacts: Mr. John Wack

(301) 975-3411
john.wack@nist.gov

Mr. Murugiah Souppaya

(301) 975-4758
murugiah.souppaya@nist.gov

MULTI-CARD TECHNOLOGY

lastic cards that include information storage
and processor components are employed in
both the public and private sector for identifica-
tion, authentication, authorization, and mobile
personal information storage. Government

agencies have used various storage and
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processor card technologies for decades. Many

technologies (e.g., optical stripe media,
barcodes, magnetic stripes, and contactless, as
well as smart card integrated circuit chips) have
been implemented on card platforms. Card plat-
forms now include anti-counterfeiting elements
to increase the security of the physical platform,
and some cards now support multiple technolo-
gies. The advent of rapid technological
advancements and changing user requirements
prompted the need for new applications and
enhancement of the existing implementations.
Some applications have been designed and
implemented in response to a specific need such
as ID proofing, whereas others have been
adopted to provide an added value to an

existing legacy system such as magnetic stripe.

The General Accounting Office (GAO) issued a
report dated January 2003 that evaluates the
progress in promoting the use of smart cards
across the Federal Government. The Progress in
Promoting Adoption of Smart Card Technology
(GAO-03-144 report) sets forth recommenda-
tions regarding the role of NIST in the United
States Government Smart Card (GSC) program.

In support of the GAO recommendation, NIST
initiated an effort intended to identify the state
of operational and developmental storage and
processor card-based technologies and the
nature of user requirements for and constraints
associated with integrating these technologies
onto single platforms. The initial activities asso-
ciated with this effort included a NIST-hosted
Storage and Processor Card-Based Technologies
Workshop in July 2003, distribution of require-
ments and capabilities questionnaires, and
interviews with federal government agencies to
identify user requirements and the state of
current and planned card programs. Each of
these activities included fact-finding regarding
individual technologies, integration of technolo-
gies, and interoperability of technology applica-
tions across organizational boundaries.

At the workshop, representatives of user
communities, smart card suppliers, print-based
technologies, and optical storage and identifica-
tion technologies addressed general technology,
multi technology integration issues, and both
inter-jurisdictional and inter-technology interop-
erability issues. It was noted that the user
community expressed a need for clearer policies
regarding card identification content and organ-
ization rather than more capable or versatile
policy enforcement mechanisms. For example,
there was no call by users for higher capacity
storage devices but there was significant
interest in the effect of privacy policies on the
permissible content of cards.
Workshop  presentations and interviews
disclosed several issues associated with security
and privacy, multi-technology integration, stan-
dardization of implementations across organiza-
tions, and interoperability. These issues have
been examined for evidence of gaps in existing
standards and other factors that hamper
government-wide application integration. The
findings from the initial efforts and suggested
priorities for follow-on activities are being
developed into NIST Interagency Report 7056,
Card Technology Developments and Gap
Analysis Interagency Report, which should be
available in the first part of 2004.

http://csrc.nist.gov/card-technology/
Contact: Mr. Curt Barker

(301) 975-8443

whbarker@nist.gov

GOVERNMENT SMART CARD
PROGRAM

I\/Iany Federal agencies are interested in
using smart cards, because of their

intrinsic portability and security. A smart card is
able to store and actively process information, in
particular cryptographic keys and algorithms for
providing digital signatures and for use with
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other cryptographic functions. Approximately 30
to 40 million smart cards are due to be issued
within the next few years for government
purposes. However, a major impediment to the
widespread use of smart cards has been the lack
of interoperability: the majority of smart cards
from different vendors require use of specific
software and are not interchangeable within a
given system.

In 1999, NIST agreed to lead the development of
technical specifications and standards related to
the U.S. Government Smart Card (GSC) program.
These technical specifications and standards
provide interoperability specifications and guide-
lines to provide organizations with an open and
standard method for using smart cards. NIST
represents the GSC program in industry, govern-
ment, and formal standards organizations to
promote GSC technology. NIST is also charged
with developing a comprehensive GSC confor-
mance test program. The Computer Security
Division has partnered with the Software
Diagnostics and Conformance Testing Division
(SDCT) for the work of this program.

The Government Smart Card Inter-Agency
Advisory Board (GSCIAB) established the
Architecture Working Group (AWG), which
consists of representatives from the federal
agencies and industry partners. The AWG is
chaired by NIST and chartered to develop tech-
nical solutions for identified government
requirements. The GSCIAB and AWG fall under
the purview of the Federal Identity Credential
Committee (FICC), a committee under the Chief
Information  Officers (CIO) Council e-
Authentication activity. The AWG developed the
Card
Specification (GSC-IS), Version 1.0. This specifi-

Government Smart Interoperability
cation defines the Government Smart Card
Interoperability Architecture, which satisfies the
core interoperability requirements of the
Common Access Smart ID Card contract and the
GSC Program as a whole. In July of 2003, NIST
Interagency Report 6887 Government Smart




Card Interoperability Specification, version 2.1
was released. Among other improvements, this
version provided mechanisms for contactless
interoperability. The Smart Card Alliance has
said of the GSC-IS:

The release of the Government Smart
Card Interoperability Specification is a
significant event in the smart card world
as it is the first comprehensive effort to
address the interoperability requirements
of the enterprise market. It will become as
important as Europay/Mastercard/Visa
(EMV) specification is to the Payment
market and Global System Mobile (GSM)
specification is to the mobile telephony
market..

GSC-ISv2.1 has been submitted for considera-
tion as a formal standard. In the coming year,
NIST will work with International Organization
of Standardization (1SO) Sub Committee 17 and
InterNational Committee for Information
Technology  Standards/American  National
Standards Institute (INCITS/ANSI) B10, the U.S.
Technical Advisory Group to ISO SC17, on formal
standardization efforts. Work will also continue
on harmonizing GSC-ISv2.1 with the NIST
biometric standard initiatives, Common
Biometric Exchange File Format (CBEFF) and Bio
Application Programming Interface (BioAPI).
Continued collaboration with the International
Aviation Civil Organization (ICAO), the UN
organization responsible for travel documents,
during the development of the next generation
passport, which includes contactless technology,
will ensure harmonization of selected protocols
with GSC-IS. Finally, close collaboration with the
FICC will continue to ensure synchronization of
policy, standardization, and technical activities

of the Federal community.

http://smartcard.nist.gov/

Contacts: Mr. James Dray, technical lead
(301) 975-3356

james.dray@nist.gov

Ms. Teresa Schwarzhoff, standards lead
(301) 975-5727
teresa.schwarzhoff@nist.